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Prot ect ed Mbde Tutori al
V 0.02
Witten by Till Gerken

This text contains a short and sinple step-by-step tutorial for Protected Mde
begi nners. It shows you everything you need to program your own PM environment
and is intended for those who don't have any experiences with it yet. Al you
need to understand this text is your brain (you have one, do you? :) ) and a
bit assenbl er know edge.

The text will try to teach you the principles of the 80386's Protected Mde
and contains the conplete source for a node switcher. This little program was
made to show you the basic rules of Protected Mbde code, so it is unoptimzed
and kept sinmple, but very well docunented. If you have questi ons/suggestions
for an extension, _please_ mil ne.

The whol e code is witten in assenbler, using |Ideal node TASM 2. 01 synt ax.
Newer versions of TASMwi Il work, too, but you'll have to add a nmacro
to convert DWORDS to WORDS in order to conpile the assenbler file.

I"mcurrently thinking about splitting the text into several files, each
containing information about a different topic. (like nbde sw tching under
DPM, VCPI, XMs and RAW Exception handling; etc.) This would nmade it a bit
handi er and easier to read. Someone has any opini on?

-- GETTI NG STARTED - -

Well, "getting started" is what this docunment is all about... Here you'l
| earn what you need to prepare for Protected Mdde. There are several things
you have to take care of, at first you have to check on which processor your
programi s currently running (trying to do PMon a 8086 may hurt... :) )

The best way to test for a 80386 is to test the processor's flag register

Since the 80386, flag bits 12-14 are used for the 1/O Privilege Level (IOPL)
and the Nested Task (NT) flag, so the only thing to do is to test if these bits
are nodi fyable (the 8086, 8088, 80186 don't use these flags and set them
inplicitely to zero, the 80286 uses them but they can only be nodified in
Protected Mbde. DOS can't run in Protected Mdde, so if the programruns on a
80286, it is in Real Mdde, and there the flags can't be nodified).

; checks for a 386

no386e db "Sorry, at least a 80386 is needed!',13,10,'$

proc check_processor

pushf save flags

xor ah, ah ; clear high byte

push ax ; push AX onto the stack

popf ; pop this value into the flag register
pushf ; push flags onto the stack

pop ax ; ...and get flags into AX

and ah, 0f Oh ; try to set the high nibble

cnp ah, 0f Oh ; the high nibble is never 0f0Oh on a
je no386 ; 80386!

nov ah, 70h ; nowtry to set NT and | OPL

push ax

popf

pushf

pop ax

and ah, 70h ; if they couldn't be nodified, there
jz no386 ; 1S no 80386 installed

popf ; restore the flags
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ret ; ...and return

no386: ; if there isn't a 80386, put a nsg
nov dx, of f set no386e ; and exit
jmp errl6exit

endp check_processor

; exits with a nmsg
;o In: DS: DX - pointer to msg

proc errl6exit
nov ah, 9 ; select DOS' print string function
i nt 21h ; do it
nov ax, 4cffh ; exit with Offh as exit code
i nt 21h ; good bye. .
endp errl6éexit

Now we have a function to determine if there is a 80386 installed and one
whi ch provides a quick and dirty exit. The second thing to be done nowis
to check in which node we are runni ng. Expanded Menory Managers |i ke EMVB86,
EMM etc. usually switch to V86 nbde to provide their services. Qur little
programonly works in Real Mbdde, so another function has to be coded.

To di stinguish between Real Mode and V86 nobde, we have to | ook at the Control

Register 0: bit O is clear when we are running in Real Mde, otherwise it is
set.

; checks if we are running in Real Mode

nrnme db "You are currently running in V86 node!', 13,10,'9%
proc check_node
nmov eax, cro0 ; get CRO to EAX
and al,1 ; check if PMbit is set
j nz not _real node ; yes, it is, so exit
ret ; no, it isn't, return
not real node:
nov dx, of f set nrne
i errl6exit
endp check_node

Now we can be sure that nothing will disturb us while setting up for Protected

Mode. DPM and VCPI (even BIOS) can be used for node switching too, but this is

left as an exercise to you. (the interface however is described bel ow)

Pl ease notice that | used MOV EAX,CRO in this exanple. Jerzy Tarasi uk pointed
out that this is not allowed in a Protected Mdde environnent, especially not
on a 286. If the program doesn't work on your conputer, try SMBWAX. This
instruction is only supported on the 386/486 for conpatibility reasons and
shoul dn't be used any nore, but it works in any environment.

When switching to Protected Mdde, you al so have to change MOV CRO, EAX to
LMBW AX.

Pl ease note that you can use LMSWonly to get _into_ Protected Mode. The

i nstruction cannot be used to get _out_ of Protected Mdde. To handle this
wei rd behavi our, you have to force the processor to enter shutdown node and
then reset it. This is, however, not described here, as it would be a too
conplex thing for a beginner's tutorial. ;)

-- TABLES AND DESCRI PTORS AND SELECTORS AND L O T S OF CONFUSI NG STUFF - -

Before the actual npde switch, we have to set up a few tables and descriptors.
What |I'mtal king about is the GDT, the LDT and the |IDT
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The GDT is the A obal Descriptor Table and contains basic segnent descriptors
These segnent descriptors are keeping information about different parts of

the menory. In Real Mode, one segnment is 64kb big foll owed by the next segnent
in a 16 byte distance. In Protected Mode however, you can decide yourself
where to put a segnent. Every segment can be as big as 4G (in words: four

gi ga-bytes!). The LDT is optional and contains segnment descriptors, too, but
these are usually used for applications. An Qperating System for exanple,
could set up the GDT with it's own system descriptors and for every task a LDT
whi ch contains the application descriptors.

The LDT is a descriptor table Iike the GDT. It's usage is to provide different
tasks different nenory-layouts. In our program LDTs aren't needed.

The I DT contains the interrupt descriptors. These are used to tell the
processor where to find the interrupt handlers. It contains one entry per
interrupt, just like in Real Mdde, but the format of these entries is totally
different.

Here is the basic fornmat of these descriptors:

Segnent Descri ptor

15 14 13 12 11 10 09 08 07 06 05 04 03 02 01 00

Base address 31:24 ] [G [D [0] [AWL] [Sg. length 19:16]
[P] [DPL] [DT] [ Type ] [ Base address 23:16 ]
[ Base address 15:00 ]
[ Segrent | ength 15:00 ]

As you can see in this figure, the basic segnent descriptor has a size of
4*16=64 bits.

To give you a hel p understanding the structure (ny ASCI| graphics are not very
good at all), here is the sane a bit nore compact in assenbler:

; contains a segnent descriptor

struc segnent _descri ptor

seg | engthO_15 dw ? ; low word of the segnent |ength
base addr0_15 dw ? ; low word of base address
base addr16_ 23 db ? ; low byte of high word of base addr
flags db ? ; segnent type and misc. flags
access db ? ; highest nibble of segment length

; and access fl ags
base addr24 31 db ? ; highest byte of base address

ends segnent _descri ptor

Using this structure makes handling the GDT and LDT nuch easier. The sane
applies to the IDT, but here the fornat is different:

5 14 13 12 11 10 09 08 07 06 05 04 03 02 01 O00
O fset 31:16 ]
Pl [ DPL ] [O] [1] ([1] ([1] (O] [O] ([O] ([O] ([oO] ([O] ([O] f[O] [O]
Sel ector 00: 15 ]
O fset 00: 15 ]

—eeee e

And, as above, the sanme in assenbl er:

; contains an interrupt descriptor

struc interrupt_descriptor

of fset0_15 dw ? ; low word of handl er offset
selector0_15 dw ? ; segnent sel ector

zero_hyte db 0 ; unused in this descriptor format
flags db ? ; flag-byte

of fsetl16 31 dw ? ; high word of handl er offset
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ends interrupt_descriptor

Now you know the segnment and interrupt descriptor format. But what to fill in?
[ 11

Good questi on.

Bef ore expl ai ni ng you this,

give you a short table where

all nentioned bit nanes are descri bed:

AVL

DT

Type

Granul arity.

G0 => 1 Byte granularity

G1 => 4k granularity
This bit specifies the granularity of the segnent. If the bit
is clear, the length field in the descriptor reflects the
real length of the segment in bytes. If the bit is set, you
have to multiply the length field in the descriptor by 4096
to get the real length in bytes.
Default Operand Si ze.

D=0 => 16 bit operands

D=1 => 32 bit operands
This bit specifies the default operand size which has to be
used by special opcodes (like REP xxx). If the bit is clear
the default operand size is 16 bit and the processor behaves
simlar to a 80286. If the bit is set, the default operand
size is 32 bit. D=0 does not nmean you can't use 32 bit
instructions, it only affects the default operand sizes.
Avai |l abl e for System
This bit is not used in 80286/ 80386/80486 machi nes. |f
somebody has information about how it is used on Pentium
machi nes, please mail me. For now, better keep it to zero to
keep conpatibility. However, if your programonly runs on
machi nes | ower than Pentium you can use it as a mark for your
own software or whatever
Presence.

P=0 => segnent is not present (or invalid)

P=1 => segnent is present and valid
Wth this bit you can easily inplement a virtual menory
manager (VWM. If the application wants to allocate nore nenory
than avail abl e, save the | east used segnment (determned with
help of the A bit) to disk, then clear the P bit inits
descriptor. The next access to that segnment will be followed by
a General Protection Fault. Catch the fault, rel oad the segnent
into nenory and set its P bit. Done. The processor checks only
the P bit before generating the General Protection Fault, so
if Pis set to zero, the rest of the descriptor is available
to keep information for your VWM
Descriptor Privilege Level.

0 <= DPL <=3
The DPL bits contain the Descriptor Privilege Level. The
Privilege Level has a range from O (highest privilege |evel)
to 3 (lowest privilege). If a programtries to access a
segnent with a higher privilege level than its own, the
processor will generate a General Protection Fault.
REMARK: Every tine | speak of Privilege Levels in this text,
I mean that HIGH Privilege Level is a LONnunber in DPL
LOW Privilege Level is a H GH nunber in DPL
Exanpl e: segment 1: DPL=1 \

-> segment 1 is nore privil eged

segnent 2: DPL=3 /
Descri ptor Type.

DT=0 => System Descriptor (System Segnment or GCate)

DT=1 => Application Descriptor (Data or Code)
If this bit is clear, the Descriptor describes a segnment that
is (a) available for the System Software, or (b) a
Gat e- Descri ptor.
Segnent type.
These four bits select the segnent type.
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Bi t 3 2 1 0 Type Description
Nane T E W A
0 0 0 0 Dat a read-only
0 0 0 1 Dat a read-only, accessed
0 0 1 0 Dat a read/ wite
0 0 1 1 Dat a read/ wite, accessed
0 1 0 0 Dat a read-only, expand down
0 1 0 1 Dat a read-only, exp. down, acc.
0 1 1 0 Dat a read-write, expansion down
0 1 1 1 Dat a read-write, exp. down, acc.
1 0 0 0 Code exec-only
Nane T C R A
1 0 0 1 Code exec-only, accessed
1 0 1 0 Code exec-read
1 0 1 1 Code exec-read, accessed
1 1 0 0 Code exec-only, conforning
1 1 0 1 Code exec-only, conf., acc.
1 1 1 0 Code exec-read, conforning
1 1 1 1 Code exec-read, conf., acc.

Read-only means that you are only allowed to read this segnent.
Read-write neans that you can read and wite fronmto the
segment .
Exec-only segnents can only be executed, but no read-access is
al | oned.
Exec-read segnents can be read and executed. Unlike as in Rea
Mode, you aren't allowed to use self-nodifying code. A way
around this can be found a few lines ahead in this text.
The Accessed bit is set everytime a programtried to access
this segment _and_ the bit isn't already set. If you want to
figure out which segment to swap (the fanpbus VMM exanpl e),
i ncrease a counter if the Abit is set and then clear this bit.
The segment with the | owest counter position can safely be
swapped out. BUT WATCH QUT: If the A bit is set, a program
mght run in this segnment! Swapping these segnments may hurt!
Expansion Direction is a weird thing. If the bit is clear, the
Expansi on Direction is upwards, that neans the segnent grows
upwards. To grow it, increase the Iength. You are allowed to
access every address that is

0 <= Address <= Linmt
Limt means the actual length of the segnment. |If the segnents
Granularity is set to 0, the limt is equal to the |ength.
But if Granularity is set to 1, you first have to nultiply the
| ength by 4096 (4k) to get the |ength.

If the bit is set however, welcone to hell. Now the Expansion
Direction is _downwards , that neans to grow the segnent,
you'll have to _decrease_the Length. You are allowed to

access every address that is

G0 : Limt-1 <= Address <= Offffh

G=1: Limt-1 <= Address <= Offffffffh.
Because of the 4G Wap- Around, these addresses are just the
ones that would cause a General Protection Fault if E would be
zero.
Conform ng means that a segnent with C=1 can call another
segment with a |l ower or equal Privilege Level. The Current
Privilege Level however isn't changed!
If you call directly froma segnent with C=0 (and not through
a Task-Gate) to a segnment that has another Privilege Level
than the Current Privilege Level, a CGeneral Protection Fault
fol | ows.

That wasn't too hard, wasn't it? At first all this mght |ook a bit confusing,
but when you | ook at the code, it will be that sinple..

So the only thing left before starting to do the _real _ thing (no, not

dri nki ng Coke,
A Sel ector selects sonething, and this sonething are Segnment Descri ptors!
is sinmple enough to understand:

I mean coding! :) ) is to explain what a Selector is:
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15 14 13 12 11 10 09 08 07 06 05 04 03 02 01 O00
[ Pointer into a Descriptor Table ] TI [ RPL ]

RPL is the Requested Privilege Level. If the Descriptor in the Descriptor
Tabl e has a higher Privilege Level than RPL, a General Protection Fault will
be caused.

Tl selects the Descriptor Table to get the Descriptor from: TI=0 neans GDT
Tl =1 means LDT.

The pointer contains the offset into the Descriptor Table where the wanted
Descriptor is to find.

.- NOWFOR THE FUN STUFF!! --

If you understood the above, the rest is easy to do: set up the appropriate
tables, then switch to PM EASY!!!
At first, we declare the two segnents where to put all data and code in:

segnment codel6 para public usel6 ; <- the 16-bit code and data segment
assume cs:codel6, ds:codel6

ends codel6

segnent code32 para public use32 ; <- the 32-bit code and data segment

assune cs:code32, ds:code32

ends code32

There is only one little bug with these two segnments: both are code segnents.

If you listened carefully, you'd remenber that in Protected Mbde it is not
allowed to wite to a code segnent. Well, where's the problen? (I hear them
saying: let's only use static datal!! :) ) Everytime your programwould try

to wite to data located in one of these segnents, a General Protection Fault
wi Il occur. What about an extra 32-bit data segnent? Hmm nice, but not the
best way. Here's the probably easiest way to have code _and_ data together in
one segnent, even allowi ng self-nmodi fying code: we have to create a so called
"alias"-segment. This segnent isn't really a new segnent, it's just another
descriptor in the GDI. The descriptor points to the same nenory that is defined
in the code segnent descriptor. The only thing that we have to take care of now
is that CSis loaded with the code_selector and DS, ES, FS and GS are | oaded
with the data_ selector.

; CGDT data

gdt _reg dw gdt _size, 0,0

dunmy_dscr segnent _descri ptor <0, 0, 0,0, 0>

code32_dscr segnent _descri ptor <offffh,O0, 0, 9ah, Ocf h, 0>
dat a32_dscr segnent _descri ptor <offffh,O0,0, 92h, Ocf h, 0>
core32_dscr segnent _descri ptor <offffh,O0,0, 92h, Ocf h, 0>
codel6_dscr segnent _descri ptor <offffh,O,0, 9ah, 0, 0>
dat al6_dscr segnent _descri ptor <offffh,O,0, 92h, 0, 0>

gdt _si ze=$- (of fset dummy_dscr)

The first line contains three words (better: one word and one dword) that
contain information for the GDT register. To informthe CPU where our GDT
is located in memory, we have to use the LGDT instruction. This instruction
sets an internal CPU register with the data pointed to by the instruction
paraneter. The fornat of this data is

- @GDT size in bytes (word)
- @GDT base address (dword)

3/5/2002 10:51 AM



7 of 20

http://www.nondot.org/sabre/os/files/ProtectedMode/PMTUT.t

so to set up the register, we have to use the follow ng |ine:
| gdt [fword ds:gdt_reg]

And the same for the |DT:
[idt [fword ds:idt_reg]

In our GDT, we have defined six descriptors: 32-bit code (4G size, 32-bit
operands, code type), 32-bit data (4G size, 32-bit operands, data type),

32-bit core (4G size, 32-bit operands, data type), 16-bit code (64k size,
16-bit operands, code type) and finally 16-bit data (64k size, 16-bit operands,
data type).

VWhoops, there's one descriptor mssing: the dumy descriptor! Wiy do we have to
i ncl ude sonething like this? Good question! This descriptor can't be used and
has to be set to zero. But that doesn't explain why it is included! The LDT
definitely does not_have something like this..

The reason is the concept of the Protected Mde. The CPU provi des severa
protection nechani sns, and one of themis the "invalid" (zero) descriptor

If a segnent is |oaded with a zero-descriptor, every try to access nenory
through it will be followed by a General Protection Fault, so it can be used
as a "marker". This is handy for debuggers if they want to find out when a
segment register is used, but there are lots of other possibilities to take
advantage of this feature.

A second thing is that the CPU validates every selector before it is | oaded
into a segnent register. This means, that if you want to | oad a Real Mbode
segnent address (like 1234h) into a segment register, the CPU checks in the GDT
if there is a valid descriptor. At offset 1234h, there probably won't, so again
a General Protection Fault is generated. In V86 Mbde however, the processor
works with segnment addresses like that. To solve this problem the CPU saves
every segnent register before calling an interrupt handl er and | oads themwith
the zero selector. The Protected Modde interrupt handler won't notice if it has
been called from Protected or V86 Mdde, so one handler will work in both nodes.

Now, disable interrupts (a Real Mdde Interrupt in Protected Mbde does you no
good, a Protected Mode Interrupt with no I DT may be even worse!),

cli

and switch to Protected Mde:

nmov eax, cr0
or al, 1
nov cr0, eax

(you nay use LMSW AX, too0)
The next thing is dirty but there's no way around it:

db Oeah
dw of fset start32, code32 i dx

OEAh is the opcode for JMP FAR |If you use the instruction JMP FAR, TASMtries
to resolve the junp with the optimal opcode, but we need JMP FAR to flush the
Instruction Prefetch Queue and to load CS with the new Protected Mde
Descriptor. This has to be done because the CPU doesn't set its descriptor
caches and the Instruction Prefetch Queue might contain instructions decoded in
a way only valid for Real Mode

After this, the CPU is setup for Protected Mbode and starts execution at the
| abel START32. There we just | oad the other segnent registers with their
Protected Mdde selectors and call MAIN

The rest is easy.
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-- M SSING PARTS I N THE DEMO SOURCE - -

There are lots of features not contained in the sanple source. |'ve done this
to keep the program as sinple as possible and to denpbnstrate as nuch as
possible, so there is an interrupt-systemmni ssing. This thing should intercept
every interrupt and redirect themto Real Mde. Second, a routine to toggle
the A20 address line should be added. Mail ne if you want something to be
included or if you already coded something for it. You can also |ook at Tran's
PMODE package. It contains a conplete Protected Mode header with conplete

envi ronnent nmanagenent. You won't notice what it does, you can start coding
as if you were in Real Mode, it is very powerful. However, | encourage you to
wite your own Protected Mdde system sonetinme, it helps to understand the
principl es.

-- SOMVE CODI NG TIPS FOR PROTECTED MODE - -

This section just can't explain all of the advantages of Protected Mdde, better
buy a good book, but sone of themlI'll show you here.

1. To use the JMP FAR back to a 16-bit Real Mde segnent froma 32-bit segment,
you have to use

db Oeah

dw of fset real _node_proc, 0 , segnent_sel ector
NANNN

This little zero-word can cost sone tine of debuggi ng.
2. You can use _every_ register as an index.
nov eax, [ edx]
3. You can use displacenments _and_ factors in pointers.
nov eax, [ ecx* 8+edx]
Al'l factors have to be powers of 2.
4. Sometines this feature can be used for quick nultiplies:
| ea eax, [ eax*8+eax] -> EAX=EAX*9
5. I MJL accepts inmedi at es:
i mul ecx, 5 -> ECX=ECX*5
6. I MJL accepts inmediates _and_ a register
i mul eax, ecx, 5 -> EAX=ECX*5
7. Extended formof SHR/ SHL to shift across registers:

shrd eax, edx, 5
shl d eax, edx, 5

In this exanple, the 5 bits that becone free in EAX will be filled with
bits of EDX. EDX is not nodified.

8. This feature can be used to get rid of one MOV instruction

Assunme ECX contains a |linear address that you want to convert into a
segnment : of fset notation. Normally, you would use sonething like this:

nov eax, ecx
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shr eax, 4 ; EAX now contai ns segnent
and ecx, Ofh ; ECX now contai ns of fset

Wth the SHRD instruction, you can nodify it to

shl d eax, ecx, 28 ; EAX now cont ai ns segnent
and ecx, Of h ; ECX now cont ai ns of f set

REMEMBER: The CPU only uses the 5 |lower bits of the shift factor, so
shl d eax,ecx,32 will _not_ copy ECX to EAX!!

9. You can push inmedi at es:
push 12345
-- FAULTS, TRAPS AND EXCEPTI ONS - -
Below is a conplete list of the Faults, Traps and Exceptions that nmay occur

| f sonebody has infornmation about Exception 17 (Arrangenent Error), please
mai | me.

No Nane Type Error Code Cause
0 Di vi si on by Faul t no Soneone tried to
Zero di vide by zero. Sane
as in Real Mbode
1 Single Step Tr ap, Faul t no This interrupt is

call ed after each
instruction if the
Trap Flag is set

2 Non Maskabl e Abor t no Heavy hardware failure
Interrupt (NM) Sanme as in Real Mode
3 Br eakpoi nt Trap no Used for debugging

pur poses. Called by
speci al | NT3 opcode.
4 Overfl ow Trap no Called if INTOis
executed and the
Overflow Bit is set.

5 Bound Range Faul t no BOUND fail ed
Exceeded
6 Invalid Opcode Fault no CPU found an invalid
opcode. Sanme as in
Real Mbde.
7 Copr ocessor Faul t no Called if CPUtries to
Not Avail abl e execute ESC or WAIT and
EMbit is clear.
8 Doubl e Faul t Abort yes (always 0) An exception occured

whi | e anot her exception
handl er is active.
9 Copr ocessor Abor t no The m ddl e operand
Segment Overrun of a FPU instruction
can't be accessed.
Dunno what this should
be, 1486 doesn't has
this exception any

nor e.

10 Invalid TSS Faul t yes Tried to switch to a
task with an invalid
TSS.

11 Segment not Faul t yes Soneone tried to access

Pr esent a segnment that had it's

Present bit clear

12 Stack Exception Fault yes Called if stack exceeds

it's limts or if
sel ector for SSis
i nvalid
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13 Gener al Faul t yes Soneone tried to access
Protection Fault invalid, protected or
not - present dat a.
14 Page Fault Faul t yes Called if paging is

enabl ed and and an
access to an invalid,
protected or

not - present page

occured.
16 Copr ocessor Faul t no The FPU saw that it
Error was doi ng sormet hi ng
totally wong... )
17 Arrangement 2?77 ?? Thi s exception occurs
Error only if AC=1, AMEl and

CPL=3. If menory isn't
accessed at integra
addresses, EXCPl7 is
generated. (see table

bel ow)
0..255 Software Trap no If you call one of
Interrupts these interrupts from

your program (I NT xx),
they are handled I|ike
Tr aps.

Faul ts are docunmented and recoverable errors. The return address for the | RET
instruction (CS:EIP) points to the opcode that caused the Fault. Sone Faults
have an error code on the stack (see below). To solve the problem the handl er
only has to read in the fail ed opcode and react on it.

Traps are interrupts that are caused by your program (INT xx instruction) or

by a debuggi ng nechani sm (I NT3 or Trap Mode). An error code is never generated.
CS:EIP points to the opcode following the one that caused the Trap

Aborts are only caused if the systemtables (GDT, |IDT, LDT) are invalid or

if there was a hardware failure. They don't allow you to return to your
program nor there's an error code.

The format of the error code:

15 14 13 12 11 10 09 08 07 06 05 04 03 02 01 00

[ Reserved ]

[ Sel ect or ] TI | DT EXT
Bit nane Meani ng

Sel ect or Sel ector of segnent where the error occured

TI Tabl e Indicator (applies only if |DT=0)

TI=0 - Sel ector from GDT
TI=1 - Selector fromLDT
| DT Interrupt Descriptor
IDT=0 - No Interrupt Gate
| DT=1 - Selector from|DT
EXT Ext er na
EXT=0 Program caused Exception
EXT=1 - Exception caused by external event

Arrangement Check Errors

Data Type Address has to be dividable by
Wor d 2
Doubl e Word 4
Fl oating Point, Single Precision 4
Fl oati ng Poi nt, Double Precision 8
Fl oati ng Poi nt, Extended Precision 8
Sel ect or 2
48-Bit Farpoi nter 4
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Contents of GDTR and | DIR (48 Bits)
32-Bit Farpointer

32-Bit Address
Bi tstrings

FPU Environnment Bl ocks or FPU State
An exanpl e how to handl e these except
source. |If someone would |ike to see

have noticed, | definitely WANT your

USEFUL | NTERRUPTS - -

In this section |I'I]
informati on or services for
Format of the entries:

Functi on nane

gi ve you sone useful
Pr ot ect ed Mode.

http://www.nondot.org/sabre/os/files/ProtectedMode/PMTUT.t

4
2
4
4
4 or 2, depending on Operand Length
ions is not yet included in the denp
nore about this -> mail me! (as you m ght
mails! ) )

interrupt calls that provide handy

Interrupt nunber (or CALL address) in hexadeci mal nunbers
| nput registers
Return registers
Not es
Func: Get RAM Si ze
Cal |l : I NT 12h
I nput: ---
Return: AX - Menory size in kb
Notes: Returns only size of conventional nenmory
Func: Move Bl ock (AH=87h)
Cal |l : I NT 15h
I nput: AH=87h
CX=Number of Words in Buffer
ES: S| =Addr ess of Descriptor Table
Return: CY=0 - ok
Cy=1 - error
AH=St at us
Notes: Transfers a block of nax. 64k (nmax. CX=8000h) via Protected Mde
to any nenory | ocation.
ES: SI -> Dumry <--,
Tabl e begin -
Source Descri ptor
Desti nation Descri ptor
Bl OS Codesegnent
St acksegnent
Every entry is 8 bytes long. First entry has to be set to zero.
Entry structure: - Segment size (word)
- Low Word 24-bit Segnment Address (word)
- High Byte 24-bit Segnent Address (byte)
- Access Flag (byte, =93h)
- Reserved (word)
The last two entries have to be set to zero.
Error code in AH: 00 - Transfer conpleted without error
01 - RAM Parity Error
02 - Exception
03 - A20 failure
Func: Ext ended Menory Size (AH=88h)
Call: I NT 15h
| nput: AH=88h
Return: CY=0 - ok
AX=ext. nmenory size in kb
Cy=1 - error
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AH=error code (80h - invalid comand, 86h - function not supported)
Notes: Function returns extended nenory size stored at address 20h and 31h

in CMOS RAM of cl ock chip. Extended Mermory can only be used if

base nenory is at least 512k big. If H MEM SYS is | oaded, the function

returns O.

Func: Virtual Mde (AH=89h)
Cal | : I NT 15h
I nput: AH=89h
BH=first PIC start
BL=second PIC start
CxX=of sfet of code segment
ES: Sl =poi nter to Descriptor Table
Return: CY=0 - ok
AH=0
Cy=1 - error
AH=0f f h
Notes: Function destroys all registers. ES:SlI points to Descriptor Table.
ES: SI -> Dumry <--,
Tabl e begin -
Interrupt Table
User Data Segnent (DS)
User Extra Segment (ES)
User Stack Segment (SS)
User Code Segnent (CS)
I nternal Code Segmnent
Entries structured like in function Mve Block (AH=87h). Dummy has to
be set to zero. Third entry points to IDT built by program (Real Mde
structure). Last Descriptor has to be set to zero. BH contains mappi ngs
for first PIC (start of first 8 hardware interrupts, i.e. BH=8 if I RQ
shoul d be shifted to | R@). BL contains mappings for second PIC
Carry flag has to be cleared before function call. CX contains code
segment where execution in V86 should start. After function call no
BIOS is available, return to Real Mode only by resetting CPU

-- THE VI RTUAL DVA SPECI FI CATI ON (VDS) - -

The VDS provides services to use DVA transfers in Protected Mode with enabl ed
pagi ng nechani sm

I am not sure about the information contained here. Please nail nme if there are

errors. | hoped it would be handy for you, so it is included.
Error codes used in all functions:
01h regi on not in contigous nmenory
02h regi on crossed a physical alignnent boundary
03h unabl e to | ock pages
04h no buffer avail able
05h region too large for buffer
06h buffer currently in use
07h i nvalid nmenory region
08h regi on wasn't | ocked
09h nunber of physical pages greater than table | ength
Oah invalid buffer ID
Obh copy out of buffer range
Och i nvalid DVA channel nunber
0dh di sabl e count overfl ow
Oeh di sabl e count underfl ow
Of h function not supported
10h reserved flag bits set in DX

Sonetimes Descriptor Tables are needed (DVA Descriptor Structure - DDS)
Fornmat as foll ow ng:

O fset Bytes Meani ng
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00h 4 size of region
04h 4 regi on of fset
08h 2 regi on segnent
Oah 2 buffer ID

Och 4 i near address

Sone functions use an extended format (EDDS)

O fset Bytes Meani ng

00h 4 size of region

04h 4 regi on of f set

08h 2 regi on segnent

Oah 2 reserved

Och 2 nunber avail abl e

Oeh 2 nunmber used

10h 4 i near address (region 0)
14h 4 size in bytes (region 0)
18h 4 i near address (region 1)
1ch 4 size in bytes (region 1)

If there are page tables contained, the follow ng structure applies:

O fset Bytes Meani ng

00h 4 size of region

04h 4 regi on of f set

08h 2 regi on segnent

Oah 2 reserved

Och 2 nunber avail abl e
Oeh 2 nunber used

10h 4 Page Table Entry O
14h 4 Page Table Entry 1

Bits 1-12 of a Page Table Entry should be cleared. Bit 0 has to be set if the
page is present and | ocked.

Func: VDS Get Version (AX=8102h)

Call: I NT 4Bh
I nput: AX=8102h
DX=0

Return: Cy=1 - error
AL=error code
CF=0 - ok
AH=rmaj or versi on nunber
AL=m nor versi on nunber
BX=pr oduct nunber
CX=r evi si on nunber
DX=f | ags
Sl : Dl =buffer size
Notes: Flag bits in DX

Bi t Meani ng

0 PC/ XT Bus System (1Mb addressabl e)

1 physi cal buffer/remap region in 1st M
2 aut omatic remap enabl ed

3 all nmenmory physically contigous

4-15 reserved

Sl: Dl contains maxi nal size of DVMA buffer

Func: VDS Lock DMA Regi on (AX=8103h)
Cal |l : I NT 4Bh
| nput: AX=8103h
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Ret ur n:

Not es:

Func:
Cal | :
I nput :

Ret ur n:

Not es:

Func:
Cal | :
I nput :

Ret ur n:

Not es:

Func:
Cal | :
I nput :

Ret ur n:

DX=FI ags
ES: SI =DVA Descr i
Cy=1 - error
AL=error code
CY=0 - ok
DX is used as fl

Bi t

0

1

2

3

4

5

6- 15

Regi on Size Fiel
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pt or

ag register to control the operation.

Meani ng

reserved (cl eared)

copy data to buffer (ignored if bit 2 set)

don't allocate buffer if region not contigous or
exceeds physical boundaries (bit 4,5)

don't try to automatically remap

regi on nust not exceed 64kb

regi on nust not exceed 128kb

reserved (cl eared)

d in DDS contains size of nmaxi mal contigous nenory

area. If Carry Flag is clear, area is |ocked and may not be swapped.
Physi cal Address and Buffer ID are filled by the function. If Buffer ID

is 0, no buffer

has been al | ocat ed.

VDS Unl ock DMA Regi on (AX=8104h)

| NT 4Bh
AX=8104h
DX=f | ags
ES: DI =DVA Descr i
Cy=1 - error
AL=error code
CY=0 - ok
Flag bits in DX

Bi t

0

1

2-15

pt or

Meani ng

reserved (cleared)
Copy data from buffer
reserved (cleared)

Regi on Size, Physical Address and Buffer IDin DDS have to be filled.

VDS Scatter/ Gat her Lock Regi on (AX=8105h)

I NT 4Bh
AX=8105h

BX=page offset (not sure about it)

DX=f | ags
ES: DI =DVA Descr i
Cy=1 - error
AL=error code
CY=0 - ok

pt or

Function is used to lock parts of nenmory. Useful if parts of nenory

are swapped out.
Flag bits in DX
Bi t
0-5
6
7

8-15

Meani ng

reserved (cleared)

return EDDS with page table entries

only |l ock existing pages, fill not existing pages
with 0

reserved (cleared)

Regi on Size, Linear Segnent, Linear O fset and Nunber Avail able have to
be set. Region Size Field in EDDS will be filled with size of |argest
conti gous menory bl ock. Number Used will be filled with the nunber of
used pages. If bit 6 in DXis set, lower 12 bits of BX should contain

of fset of first

page (not sure about that).

VDS Scatter/ Gat her Unl ock Regi on (AX=8106h)

I NT 4Bh
AX=8106h

DX=FI ags
ES: DI =DVA Descr i
CY=1 - error

pt or
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AL=error code

Cy=0 - ok
Notes: Flag bits in DX
Bi t Meani ng
0-5 reserved (cleared)
6 EDDS cont ai ns page table entries
7 EDDS may contai n not present pages
8- 15 reserved (cl eared)

ES: DI contains EDDS initialised by function 8105h.

Func: VDS Request DMA Buf fer (AX=8107h)

Cal | : | NT 4Bh
I nput: AX=8107h
DX=FI ags

ES: DI =DVA Descri pt or
Return: CY=1 - error
AL=error code

Cy=0 - ok
Notes: Flag bits in DX
Bi t Meani ng
0 reserved (cl eared)
1 Copy data to buffer
2-15 reserved (cl eared)

ES: DI contains pointer to DDS. Region Size has to be filled. If bit 1
in DX is set, Region Ofset and Regi on Segnent have to be filled, too.
Function returns Physical Address, Buffer ID and Region Size.

Func: VDS Rel ease DVA Buf fer (AX=8108h)

Cal | : | NT 4Bh
I nput: AX=8108h
DX=f | ags

ES: DI =DIVA Descri pt or
Return: CY=1 - error
AL=error code

Cy=0 - ok
Notes: Flag bits in DX
Bi t Meani ng
0 reserved (cl eared)
1 copy data from buffer
2-15 reserved (cl eared)

Buffer IDin DDS has to filled. If bit 1 in DX is set, Region Size,
Regi on Offset and Regi on Segment have to be initialised, too.

Func: VDS Copy into DMA Buffer (AX=8109h)

Call: I NT 4Bh
I nput: AX=8109h
DX=0

ES: DI =DIVA Descri pt or
BX: CX=of f set

Return: CY=1 - error
AL=error code
Cy=0 - ok

Notes: BX CX contains offset into DVA Buffer. ES: D contains pointer to DDS.
Buf fer I D, Region Ofset, Region Segment and Regi on Size have to be
initialised.

Func: VDS Copy out of DMA Buffer (AX=810ah)

Cal | : I NT 4Bh
| nput: AX=810ah
DX=0

ES: DI =DIVA Descri pt or
BX: CX=of f set

Return: CY=1 - error
AL=error code
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Cy=0 - ok

Notes: BX:.CX contains offset into DVA Buffer. ES: D contains pointer to DDS
Buf fer I D, Region Ofset, Region Segment and Regi on Size have to be
initialised.

Func: VDS Di sabl e DVA Transl ati on (AX=810bh)

Cal | : | NT 4Bh
I nput: AX=810bh
DX=0

BX=DVA channel
Return: Cy=1 - error
AL=error code
CY=0 - ok
Notes: Function stops DVA transfer on channel BX

Func: VDS Enabl e DMA Transl ati on (AX=810ch)

Call: I NT 4Bh
I nput: AX=810ch
DX=0

BX=DVA channel
Return: Cy=1 - error
AL=error code
CY=0 - ok
Notes: Function starts DVA transfer on channel BX

-- THE VI RTUAL CONTROL PROGRAM | NTERFACE (VCPI) --

The Virtual Control ProgramlInterface (VCPI) was the first standard to nanage
menory in a Protected Mbde or Virtual 86 Mdde environment. |In has been founded
in 1987 by many di fferent conpanies. (PharlLap, Quarterdeck, Qualitas, LOTUS,
Aut odesk and ot hers)

The conmuni cation between the interface and the application is divided into
a Server and a Client. The programthat provides the interface services is
recogni zed as the Server. The application will be the dient.

To call the Server, there are two ways: in Real Mde, you have to use |INT 67h,
in Protected Mode, you have to use a FAR CALL.

Everytime | speak of page addresses, | nean the common format to address a
page (bits 31-22=page directory, bits 21-12=directory entry, bits 11-0=of fset).
The offset part of the page address is normally always set to O.

[ Page Directory

I am not sure about the information contained here. Please nmail nme if there are
errors. | hoped it would be handy for you, so it is included.

Func: VCPI Installation Check (INT 67h, AX=DEOOh)
Cal | : I NT 67h
I nput: AX=DEOOh
Return: AH=0 - VCPI is avail able
BH=nmaj or versi on nunber
BL=ni nor version nunber
AH =0 - VCPI not avail abl e
Notes: Some docs say that AH=84h on return if VCPI isn't available, but EMM
i s enabl ed.

Func: VCPI Get Protected Mode Interface (INT 67h, AX=DEO1lh)
Call: INT 67h
I nput: AX=DEOlh

DS: Sl =poi nter to descriptors

ES: Dl =poi nter to client pages
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Return: AH=0 - ok
Dl =poi nter into page directory
EBX=of f set of entry point
AH =0 - error

Notes: To call the Server in Protected Mdde, you have to use the returned
address. The nmenory at DS:SI has to have enough space for three GDT
Descriptors, the first descriptor will be filled with the VCP
code segnment. Use a FAR CALL into this segment, offset EBX, to reach
the Server dispatcher. The space has to be in the first page in the
applications code segnment. ES: Dl has to contain a pointer to a list of
pages used by the Client. In DI, a pointer to the first unused page is
returned.

Func: VCPI Get Maxi mum Physical Menory (INT 67h, AX=DEO2h)

Cal |l : I NT 67h

I nput: AX=DEO2h

Return: AH=0 - ok
EDX=page address
AH = - error

Notes: EDX contains the address of the highest 4kb page in nenmory. The | owest
12 bits are set to zero. Sone Clients are using this call to
initialize their data structures

Func: VCPI Get Nunber of Free 4K Pages (INT 67h / CALL FAR, AX=DEO03h)

Cal | : INT 67h / CALL FAR

I nput: AX=DEO3h

Return: AH=0 - ok
EDX=nunber of free pages
AH =0 - error

Notes: The call returns the number of free pages that are available for al
tasks. This function is available in Protected Mdde, too. (CALL FAR ..)

Func: VCPI Allocate a 4K Page (INT 67h / CALL FAR, AX=DE0O4h)

Cal |l ; INT 67h / CALL FAR

I nput: AX=DEO4h

Return: AH=0 - ok
EDX=page address
AH =0 - error

Notes: The function allocates a 4K page for the Cient. The | owest 12 bits of
EDX are set to 0. This function is available in Protected Mde, too.

Func: VCPI Free a 4K Page (INT 67h / CALL FAR, AX=DEO5h)

Call: INT 67h / CALL FAR

| nput: AX=DEO5h
EDX=page address

Return: AH=0 - ok
AH =0 - error

Notes: The page has to be allocated by functi on DEO4h. The | owest 12 bits of
EDX are set to 0. This function is available in Protected Mdde, too.

Func: VCPI Get Physical Address of Page in First MB (I NT 67h, AX=DEO6h)

Cal |l : I NT 67h

I nput: AX=DEO6h
CX=page nunber

Return: AH=0 - ok
EDX=page address
AH! =0

Notes: The function returns the address of a page in the first MB. The | owest
12 bits of EDX are set to zero. The page nunber in CX is the address of
the page SHL 12. (This is witten in ny VCPl docs, but quite ill ogical
because then there are only the 4 highest bits available for the page
nunber)
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Func:
Call:
I nput :

Ret ur n:

Not es:

Func:
Call:
I nput :

Ret ur n:

Not es:

Func:
Cal | :
I nput :

Ret ur n:

Not es:

Func:
Call:
I nput :

Ret ur n:

Not es:

Func:
Cal | :
I nput :

Ret ur n:

Not es:

Func:
Call:
I nput :

Ret ur n:

Not es:
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VCPI Read CRO (I NT 67, AX=DEQO7h)

I NT 67h

AX=DEO7h

AH=0 - ok

EBX=CRO

AH =0 - error

The function returns CRO in EBX because MOV xxx,CRO isn't allowed in
V86 Mode. However, EMVB86 and QEMM sinulate this instruction and you
don't have to use an interrupt call.

VCPI Read Debug Register (INT 67h, AX=DE08h)

I NT 67h

AX=DEO8h

ES: Dl =poi nter to buffer

AH=0 - ok

AH =0 - error

ES: DI has to provide enough space for 8 entries, every entry has a size
of 4 bytes. The function stores DRO, DR1, ..., DR7. DR4 and DR5 are
unused.

VCPI Set Debug Register (INT 67h, AX=DE09h)

INT 67h

AX=DEQ09h

ES: Dl =poi nter to buffer

AH=0 - ok

AH =0 - error

ES: DI has to point to a table with 8 entries, every entry has a size of
4 bytes. The function |oads DRO, DR1l, ..., DR7. DR4 and DR5 are unused.

VCPI Get 8259 Interrupt Vector Mappings (INT 67h, AX=DEOAh)

I NT 67h

AX=DEOAh

AH=0 - ok

BX=1st PI C Vector Map

CX=2nd PI C Vector Map

AH =0 - error

The Server returns the mapping fromthe Master PIC in BX (start of
first 8 hardware 1R@) and the mapping fromthe Slave PICin CX (start
of next 8 hardware IR®). If there's no Slave PICinstalled, CXis
undefi ned.

VCPI Set 8259 Interrupt Mappings (I NT 67h, AX=DEOBh)

INT 67h

AX=DEOBh

BX=1st PI C Vector Map

CX=2nd PI C Vector Map

AH=0 - ok

AH =0 - error

Master PIC is programmed with BX, Slave PICis progranmed with CX
Interrupts have to be disabled before calling this function

VCPI Switch to Protected Mode (I NT 67h, AX=DEOCh)
I NT 67h
AX=DEOCh
ESI =poi nter to data structure
AH=0 - ok
AH =0 - error
The data structure has to be setup by the Cient in the first MB. ESI
has to contain the |linear address of it. Structure as foll ows:
O fset Bytes Meani ng
00h 4 new val ue for CR3
04h 4 linear address in first MB of value for
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GDT register (6 bytes)

08h 4 l'inear address in first MB of value for
| DT register (6 bytes)

0Ch 2 sel ector for LDT register

OEh 2 sel ector for Task Regi ster

10h 4 ElI P of Protected Mdde entry point

14h 2 CS of Protected Mdde entry point

The function | oads GDTR, IDIR, LDIR and TR. SS:ESP has to point to a
stack with at least 16 bytes available on entry. EAX, ESI, DS, ES, FS
and GS are destroyed.

The CPU continues execution in Protected Mbde at address CS: ElIP
specified in the table.

Interrupts are disabled on return

Func: Switch fromProtected Mbde to V86 Mdde (CALL FAR, AX=DEOCh)

Call: CALL FAR

| nput: AX=DEOCh
DS=segnment sel ect or

Return: ---

Notes: The stack has to be shifted in the first MB on entry. DS has to contain
a selector for a segnent that includes the address area returned by
function DEO1h.

The function switches to V86 node. Interrupt have to be disabl ed.
GDTR, IDTR, LDTR and TR are initialised by the Server. SS:ESP has to
contain the followi ng structure

O fset Meaning

-28h GS

-24h FS

-20h DS

-1Ch ES

-18h SS

-14h ESP

-10h reserved

-0Ch (O

-08h El P

00h return address

EAX i s destroyed.

-- THE DOS PROTECTED MODE | NTERFACE (DPM) --

After the successful VCPI standard, a new standard was founded: DPM. Wth the
DPM, sone "bugs" of VCPlI were renoved, for exanple VCPlI allowed to run a task
on CPL=0. DPM has been published in 1990 by Mcrosoft and Intel with

version 0.9, in 1991 version 1.0 has been publi shed.

All DPM functions are reentrant. Many inplenentations use a VMM so be sure to
| ock your nenory if you don't want it to be swapped to disk.

Every DPM task uses four stacks: - Protected Mdde Application Stack (CPL=0)
- Locked Protected Mde Stack
- Real Mdde Stack
- DPM Host Stack (CPL=0).

The Protected Mode Stack is used by the Cient when switching fromReal - to

Protected Mbde. The Locked Protected Mode Stack is used by the DPM Server to
simul ate hardware | R@. The Real Mde Stack is used for Real Mdde |IRQ and the
DPM Host Stack is used by (who else could it have been... ;) ) the DPM Host.

Unlike VCPI, all Protected Mdde function can be reached via INT 31h
| didn't include the interface here, because it is nearly 70 (140 on screen)

pages "small". I'd really like to know if soneone knows a source, but if
there's enough denmand, |'Il include the whole interface here.
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-- OTHER TEXTS - -

Thi s docunent has been created to be part of the conp.lang.asm x86 FAQ

section 13 (Real Mode/ Protected Mde).

Jerzy Tarasiuk (the author of the directly in the FAQ included text) and I
cooperate on witing and extendi ng the FAQ contribution. (Again, please mail us
about sonething you want to have included, | LOVE RECEI VING MAILS! ;) )

Hs texts are on zfja-gate.fuw edu.pl:cpu/protect.nod/* . There is also a
listserver, to get the files mail to listserv@fja-gate.fuw. edu.pl with the
body of the letter containing

GET/ CPU/ PROTECT. MODJ *. ZI P
GET/ CPU PROTECT. MODY * . TXT

to get all of his files (about 200k). Subjects are switching from Real Mde
to Protected Mbde, V86 Mdde, basic nultitasking and using Protected Mbde with
Turbo Pascal (NOT the Turbo Pascal DPM stuffll),

Jerzy's internet address is: JT@]fa-gate.fuw edu. pl

Anot her really good choice is Tran's Protected Mdde package. | don't know which
ftp server has this file available, but it should be on x2ftp.oul u.fi
(teeri.oulu.fi). However, if you have Fidonet access, you can request it at

2: 2426/ 2030 (file PMC100.ZIP). This file contains a conplete DOS Extender for
BC++ 4.0 (can be used with Watcom too), including all sources.

For those Gernman speaki ng people out there, | suggest reading the follow ng
book:

Aut hor : Dr. Wl fgang Matthes

Title: Intel's i486

Archi t ekt ur und Bef ehl sbeschrei bung
der xxx86er-Fanilie

Publ i shed by: El ekt or

| SBN: 3-928051-29-6
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