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Title

Static Analysis and Formal Verification of OS Kernels
Synthesizable Open-Source Hardware Design

Data Mining and Machine Learning in Mobile/Cybersecurity
Towards Provably Secure Hardware Design

Tools for Verifying Security Properties of Software

State-of-the art in malicious software targeted at IoT devices
Security analysis of Smart City environments: attacks and defences
Intrusion detection and attack mitigation in IoT frameworks

The rise of IoT malware and telnet attacks

Samsung: “SmartThings is the easy way to turn your home into a smart home”. Or the
simple way to make your home insecure!

Stuxnet and Friends: Attacks on Industrial Control Systems
(Cache) Side-Channel Attacks on Intel SGX

Security features of Real-Time Operating Systems

Survey on DRAM PUFs: Construction and Attacks

Survey on Invasive/semi invasive attacks on PUFs

Malware analysis based on machine learning

Android Platform Security Architecture

Automatic Vulnerability Discovery using Fuzzing

Root Paper
link

[1] (chapters 3 and
6) [2]1[3][4
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https://ieeexplore.ieee.org/iel7/8858/4358699/07862167.pdf
https://www2.eecs.berkeley.edu/Pubs/TechRpts/2016/EECS-2016-1.pdf
https://riscv.org/
http://iis-projects.ee.ethz.ch/index.php/PULP
https://www.dropbox.com/s/vtrgqnc7dm7gbx2/Andreas%20Traber%20-%20pulpino.pdf?dl=0
http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=7307098
http://www.mlsecproject.org/
http://www.cse.psu.edu/%7Edbz5017/pub/asplos15.pdf
http://www.cs.cornell.edu/projects/secverilog/
https://web1.cs.columbia.edu/%7Ejunfeng/09fa-e6998/papers/sel4.pdf
https://www.usenix.org/system/files/conference/woot15/woot15-paper-pa.pdf
https://doi.org/10.1109/MC.2011.291
http://doi.org/10.1016/j.adhoc.2013.04.014
https://www.jstage.jst.go.jp/article/ipsjjip/24/3/24_522/_article
http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=7384232
http://www.cs.wichita.edu/%7Ejadliwala/CS898AB/classpapers/week10/smarthome.pdf
https://www.internetsociety.org/sites/default/files/ndss2017_08-2_Jia_paper.pdf
https://www.usenix.org/system/files/conference/usenixsecurity16/sec16_paper_fernandes.pdf
https://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dossier.pdf
http://www.ieee-security.org/TC/SP2015/papers-archived/6949a640.pdf
https://github.com/ARMmbed/uvisor/raw/docs/uVisorSecurity-TechCon2016.pdf
https://eprint.iacr.org/2016/253.pdf
https://eprint.iacr.org/2014/802.pdf
https://www.ei.rub.de/media/emma/veroeffentlichungen/2013/07/18/2010-jcs.pdf
http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=7129683
https://www.cs.ucsb.edu/%7Evigna/publications/2016_SP_angrSoK.pdf
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