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1. Objectives
The objective of this laboratory is the knowledge of the new Internet protocol features: addressing, auto configuration, header structure, etc. We will illustrate installation process on Windows and Linux platform and the line commands for viewing the settings and the line commands for testing IPv6 link between workstations.

2. Theoretical considerations
2.1 Introduction to IPv6
There are legitimate reasons for designing and developing the new Internet Protocol IPv6:

· The recent exponential growth of the Internet and the impending exhaustion of the IPv4 address space. IPv4 addresses have become relatively scarce, forcing some organizations to use a network address translator (NAT) to map multiple private addresses to a single public IP address. While NATs promote reuse of the private address space, they do not support standards-based network layer security or the correct mapping of all higher layer protocols and can create problems when connecting two organizations that use the private address space. Additionally, the rising prominence of Internet-connected devices and appliances assures that the public IPv4 address space will eventually be depleted.

· The growth of the Internet and the ability of Internet backbone routers to maintain large routing tables. Because of the way in which IPv4 network IDs have been and are currently allocated, there are routinely over 70,000 routes in the routing tables of Internet backbone routers. The current IPv4 Internet routing infrastructure is a combination of both flat and hierarchical routing. 

· The need for simpler configuration. Most current IPv4 implementations must be configured either manually or through a statefull address configuration protocol such as Dynamic Host Configuration Protocol (DHCP). With more computers and devices using IP, there is a need for a simpler and more automatic configuration of addresses and other configuration settings that do not rely on the administration of a DHCP infrastructure.

· The requirement for security at the IP level. Private communication over a public medium like the Internet requires encryption services that protect the data sent from being viewed or modified in transit. Although a standard now exists for providing security for IPv4 packets (known as Internet Protocol security or IPSec), this standard is optional and proprietary solutions are prevalent. 

· The need for better support for real-time delivery of data (also known as quality of service).  While standards for quality of service (QoS) exist for IPv4, real-time traffic support relies on the IPv4 Type of Service (TOS) field and the identification of the payload, typically using a UDP or TCP port. Unfortunately, the IPv4 TOS field has limited functionality and has different interpretations. In addition, payload identification using a TCP and UDP port is not possible when the IPv4 packet payload is encrypted.

2.2 IPv6 features
The following are the features of the IPv6 protocol:

· new header format;
· large address space;

· efficient and hierarchical addressing and routing infrastructure;
· stateless and state full address configuration;
· built-in security;
· better support for quality of service (QoS);
· new protocol for neighboring node interaction;
· extensibility.
The IPv6 header has a new format that is designed to minimize header overhead. This is achieved by moving both nonessential fields and option fields to extension headers that are placed after the IPv6 header. The streamlined IPv6 header provides more efficient processing at intermediate routers.

IPv4 headers and IPv6 headers are not interoperable and the IPv6 protocol is not backward compatible with the IPv4 protocol. A host or router must use an implementation of both IPv4 and IPv6 in order to recognize and process both header formats. The new IPv6 header is only twice as large as the IPv4 header, even though IPv6 addresses are four times as large as IPv4 addresses.

Here is the IPv4 header. The red marked fields are removed in IPv6 and the black marked fields are changed.
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Figure 9.1 IPv4 header
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Figure 9.2 IPv6 header
IPv6 has 128-bit (16-byte) source and destination addresses. Although 128 bits can provide over 3.4×1038 possible combinations, the large address space of IPv6 has been designed to allow for multiple levels of subnetting and address allocation from the Internet backbone to the individual subnets within an organization. Although only a small percentage of possible addresses are currently allocated for use by hosts, there are plenty of addresses available for future use. With a much larger number of available addresses, address-conservation techniques, such as the deployment of NATs, are no longer necessary. 

An IPv6 address is formed by two entities: prefix and interface id, which separates “who you are” from “who you are connected to”.
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Figure 9.3
The 48-bit Ethernet MAC address is mapped into a 64-bit Interface Id.

Let’s say that the MAC address of a host is 00-02-B3-1E-83-29. The first byte is modified from 00 in hexadecimal (00000000 in binary) to 02 in hexadecimal (00000010 in binary). After the third byte (B3) two bytes will be inserted: FF-FE (11111111:11111111:11111111:11111110 in binary). The interface id that is obtained will be 02:02:B3:FF:FE:1E:83:29.

IPv6 global addresses used on the IPv6 portion of the Internet are designed to create an efficient and hierarchical routing infrastructure that addresses the common occurrence of multiple levels of Internet service providers. On the IPv6 Internet, backbone routers have much smaller routing tables. 

To simplify host configuration, IPv6 supports both state full address configuration, such as address configuration in the presence of a DHCP server, and stateless address configuration (address configuration in the absence of a DHCP server). With stateless address configuration, hosts on a link automatically configure themselves with IPv6 addresses for the link (link-local addresses) and with addresses that are derived from prefixes advertised by local routers. Even in the absence of a router, hosts on the same link can automatically configure themselves with link-local addresses and communicate without manual configuration.

Support for IPSec is an IPv6 protocol suite requirement. This requirement provides a standards-based solution for network security needs and promotes interoperability between different IPv6 implementations.

New fields in the IPv6 header define how traffic is handled and identified. Traffic identification, by using a Flow Label field in the IPv6 header, allows routers to identify and provide special handling for packets that belong to a flow. A flow is a series of packets between a source and destination. Because the traffic is identified in the IPv6 header, support for QoS can be easily achieved even when the packet payload is encrypted with IPSec.

The Neighbor Discovery protocol for IPv6 is a series of Internet Control Message Protocol for IPv6 (ICMPv6) messages that manage the interaction of neighboring nodes (that is, nodes on the same link). Neighbor Discovery replaces Address Resolution Protocol (ARP), ICMPv4 Router Discovery, and ICMPv4 Redirect messages with efficient multicast and unicast messages and provides additional functionality.

IPv6 can be extended for new features by adding extension headers after the IPv6 header. Unlike the IPv4 header, which can only support 40 bytes of options, the size of IPv6 extension headers is only constrained by the size of the IPv6 packet.

2.3 Security features in IPv6
The IPv6 protocol incorporates Internet Protocol security (IPSec), which provides protection of IPv6 data as it is sent over the network. IPSec is a set of Internet standards that uses cryptographic security services to provide the following:

· Confidentiality: IPSec traffic is encrypted. Captured IPSec traffic cannot be deciphered without the encryption key. 

· Authentication: IPSec traffic is digitally signed with the shared encryption key so that the receiver can verify that the IPSec peer sent it.

· Data integrity: IPSec traffic contains a cryptographic checksum that incorporates the encryption key. The receiver can verify that the packet was not modified in transit.

The IPv6 protocol for Windows XP also provides support for anonymous addresses. Anonymous addresses provide a level of anonymity when accessing Internet resources. 

3. Lab activity

3.1 Installing IPv6
On Windows XP, IPv6 comes as a default package in the operating system, but it is not installed automatically when installing the operating system. The installation can be done manually: first open a command prompt window (for example Start->Run, type cmd and press Enter key), at the command prompt, type: ipv6 install. 
3.2 Testing IPv6

To view the interface configuration, at the command prompt, type: 
ipv6 if

To view the neighbor cache, at the command prompt, type:
ipv6 nc

To view the route cache, at the command prompt, type: 

ipv6 rc

Test an IPv6 use the ping6 command:
1. To obtain the IPv6 configuration for a computer, open a command prompt and then type ipv6 if. 
2. At the command prompt, ping the loopback address by typing ping6 ::1. If the ping6 command fails, verify that the::1 address is assigned to the interface named Loopback Pseudo-Interface.

3. Use the following command to ping a link-local IPv6 address of the computer: ping6 Address%ScopeID, where Address is the link-local address and ScopeID is the interface index for the interface to which the link-local address is assigned. A link-local address begins with FE80. If the ping6 command fails, verify the address and interface index.

4. Use the following command to ping the link-local address of another host on your link (also known as a subnet):  ping6 Address%ScopeID, where Address is the link-local address of the other host and ScopeID is the interface index for the interface from which you want to send the ping6 packets. If the ping6 command fails, verify the link-local address of the other host and the scope ID.

Test IPv6 connectivity by using the ping6 command:

1. To obtain the IPv6 configuration for a computer, open a command prompt and then type ipv6 if.
2. Use the following commands to ping the link-local address of another node on your link (also known as a subnet): ping6 Address%ScopeID, where Address is the link-local address of the other node and ScopeID is the interface index for the interface from which you want to send ping6 packets. You can obtain the interface index from the display of the ipv6 if command. If the ping6 command fails, verify the link-local address of the other node and the scope ID.
3. Use the following commands to ping the site-local address of another node:  ping6 Address%ScopeID, where Address is the site-local address of the other node and ScopeID is the site identifier from the display of the ipv6 if command. If you are not using site dentifiers, the %ScopeID portion of the command is not required. If the ping6 command fails, verify the site-local address of the other node and the scope ID.

4. Use the following commands to ping the global address of another node:  ping6 Address, where Address is the global address of the other node. If the ping6 command fails, verify the global address of the other node.

5. To ping another node by name:  ping6 Name, where Name is a name that can be resolved to an IPv6 address through entries in the local hosts file, or through AAAA resource records that are present in your Domain Name System (DNS) infrastructure. If the ping6 command fails, verify that the name can be resolved to an IPv6 address.

6. To ping the IPv4-compatible address of another node:  ping6 ::IPv4Address, where IPv4Address is the IPv4 address of the other node. If the ping6 command fails, verify the IPv4 address of the other node.

To trace a path by using the tracert6 command: open a command prompt and type the following command: tracert6 HostName.

Or, type tracert6 IPv6Address%ScopeID, where: HostName is the host name of the remote computer, IPv6Address is the IPv6 address of the remote computer, ScopeID is the scope identifier (ID) for the destination address. The scope ID for link-local destination addresses is the interface index of the interface from which you want to send tracert6 packets. The scope ID for site-local destination addresses is the site ID from the display of the ipv6 if command. The %ScopeID portion of the command is not required for global destination addresses. 

In order to display NIC information (including the ones referring to IPv6) use ipconfig command.
Test the options for nslookup command to display IPv6 addresses.
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