LOCAL AREA COMPUTER NETWORKS
APPENDIX 1

APPENDIX 1
FUNCTIONS FOR SOCKET PROGRAMMING

1. The socket() function
 #include <sys/types.h> 

 #include <sys/socket.h> 

 int socket( int domain, int type, int protocol );

· domain represents the address domain, which can be Internet (AF_INET for TCP-IP OR UDP-IP), respectively X25 (AF X25)

· type informs the kernel about the type of socket, stream or datagram: SOCK_STREAM or SOCK_DGRAM, respectively about the other types existent for the other families
· protocol represents the type of the protocol used. By default it is set to ‘0’; otherwise it is set to the value returned by the getprotobyname() function.

The socket() function returns a socket descriptor that can be used in the later calls of the others functions, or it returns the value –1 if an error occurs (the global variable  errno is set to the value of the error). 

2. The bind() function 

 
#include <sys/types.h> 

#include <sys/socket.h> 

int bind(int sockfd, struct sockaddr *my_addr, int addrlen);

· sockfd represents the socket descriptor returned by the socket() function.
· my_addr represents a reference to the struct sockaddr  structure, which contains information about the IP address and about the port used
· addrlen is the length of the socket address; it can be set to sizeof(struct sockaddr).

The socket created by the socket() function can be associated to a port of  the local host (this is especially used in server processes, related  to the listen() function, in order to wait for connections. Usually, if the connect() function is used , the binding with the bind() function is no longer necessary.) 

Example : 

    #include <string.h> 

    #include <sys/types.h> 

    #include <sys/socket.h> 

    #define MYPORT 3490 

    main()

    {

        int sockfd;

        struct sockaddr_in my_addr;

        sockfd = socket(AF_INET, SOCK_STREAM, 0); 

        my_addr.sin_family = AF_INET;  /* host byte order */

        my_addr.sin_port = htons(MYPORT); /*short network byte order */

        my_addr.sin_addr.s_addr = inet_addr("xxx.yyy.z.uu");

        bzero(&(my_addr.sin_zero),8); /*completing the structure */

        bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr));

        .

        .

        .

or the choice of wildcards for completing the addresses:

        my_addr.sin_port = 0; /* choosing an unused port */

        my_addr.sin_addr.s_addr = INADDR_ANY; /* it uses the IP address */

 

3. The listen() function 

 
int listen(int sockfd, int backlog);
- sockfd represents the socket descriptor returned by the socket() function
-  backlog represents the number of connections allowed, connections that are found in the waiting queue of messages (the length of the message queue); it will return the length of the queue.

After an address has been bound (by binding) to the server process, this function is used for creating a queue to collect the arriving connection requests; further, the server will manage the queue by using the calls select() or accept().

4. The accept() function     

     #include <sys/socket.h> 

     int accept(int sockfd, void *addr, int *addrlen);

- sockfd represents the socket descriptor returned by the listen() function.

-   addr represents a reference to the struct sockaddr_in structure. The information about the new connections will be stored here (in this way, the host and the port used for the call can be found out).

- addrlen represents an integer variable that will be set to the sizeof(struct sockaddr_in) before the address is transferred to the accept() function. 

-     accept() returns –1 and sets errno when an error occurs. 

The values specific to this function are not replaced at the moment of the call, but at the arrival of the message that requires the connection. After the function listen() is executed, the server can accept any request for connection found in its listening queue.

The call of the accept() function will create a new socket for the connection and it will return the descriptor of this socket. The new socket will have the same attributes and the same address as the old one, and it will be connected to the socket of the client process. In this way, there are two socket descriptors, one used for listening to the port, and the other one for transmitting and receiving data ( send() – recv()). The first socket may become useless if other connections are not desired, and, in this case, it can be closed.

Example:

    #include <string.h> 

    #include <sys/types.h> 

    #include <sys/socket.h> 

    #define MYPORT 3490    /* port */

    #define BACKLOG 10     /* the number of connections in the queue */

    main()

    {

        int sockfd, new_fd;  /* listens to the sock_fd socket,  a new connection at new_fd */

        struct sockaddr_in my_addr;    /* the local host address */

        struct sockaddr_in their_addr  /* the remote host address */

        int sin_size;

        sockfd = socket(AF_INET, SOCK_STREAM, 0); 

        my_addr.sin_family = AF_INET;         /* host byte order */

        my_addr.sin_port = htons(MYPORT);     /* short, network byte order */

        my_addr.sin_addr.s_addr = INADDR_ANY; /* adding the  IP address*/

        bzero(&(my_addr.sin_zero), 8);        /* zero padding*/

        bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr));

        listen(sockfd, BACKLOG);

        sin_size = sizeof(struct sockaddr_in);

        new_fd = accept(sockfd, &their_addr, &sin_size);

        .

        .

5. The connect () function 

This function allows the establishing of an active connection with a remote server. Its prototype:

    #include <sys/types.h> 

    #include <sys/socket.h> 

    int connect(int sockfd, struct sockaddr *serv_addr, int addrlen);

where

-sockfd represents the socket descriptor, returned by the call of the socket()function.
- serv_addr is the structure struct sockaddr, structure that contains the port and the destination address.

-addrlen represents the length of the socket’s address; it will be set to the sizeof(struct sockaddr). 

The function connect() doesn’t require the name of the local process dynamically created by the system; it is used for establishing the communication using connection-oriented protocols, being generally called by the client. This function can also be used for the connectionless-oriented service, but only after the name of the server it communicates to has been registered.

Example :

    #include <string.h> 

    #include <sys/types.h> 

    #include <sys/socket.h> 

    #define DEST_IP   "xxx.yyy.z.uu"

    #define DEST_PORT 23

    main()

    {

        int sockfd;

        struct sockaddr_in dest_addr;   /* will store the destination address */

        sockfd = socket(AF_INET, SOCK_STREAM, 0); /* checks for errors*/

        dest_addr.sin_family = AF_INET;        /* host byte order */

        dest_addr.sin_port = htons(DEST_PORT); /* short, network byte order */

        dest_addr.sin_addr.s_addr = inet_addr(DEST_IP);

        bzero(&(dest_addr.sin_zero), 8);       /* zero padding */

        /* it checks the connection for errors and if it returns –1, the errno variable will be set! */

        connect(sockfd, (struct sockaddr *)&dest_addr, sizeof(struct sockaddr));

        .

       You can notice that the function bind() hasn’t been used in the program, because the kernel automatically allocates a port that will be transmitted to the remote host. The call of the connect() function generates a connection and it blocks the caller if the connection is not ready for functioning. When the connection is functional, the client process ends its execution and the server process will end the execution of the function call; the client doesn’t receive any acknowledgement about the end of the call.

6. The send() - recv() functions 

These functions can be use for both stream-sockets and datagram-sockets. The prototypes of the functions are:

    int send(int sockfd, const void *msg, int len, int flags);

where

-sockfd represents the socket descriptor where the data is sent to (it can be returned by the call of the socket() function, or by the call of the accept() function).

-msg is a pointer to the data that has to be sent.

-len is the length of data (the length of the buffer, counted in bytes).

-flags represents the settings  of the optional flags (it can be 0 or MSG_OOB).

Example

    char *msg = "hello";

    int len, bytes_sent;

    .

    .

    len = strlen(msg);

    bytes_sent = send(sockfd, msg, len, 0);

The function send() returns the number of bytes that have been sent, number that can be smaller than the specified number. If the value returned by send()differs from the value of len, it will be the programmer’s task to manage the transfer of data remained, and, if the packet is small, the transmission can be done in a single call. The function returns –1 if an error occurs, and errno is set to the number of the error.

The call of the function recv(): 

    int recv(int sockfd, void *buf, int len, unsigned int flags);

where

-sockfd represents the socket descriptor 

-buf represents the buffer into which the information is read.

-len represents the maximum length of the buffer

-flags has the same meaning as in the case of send().

The function recv() returns the number of bytes that have been read into the buffer, or –1 if an error occurs ( errno is set in the proper way ).

 

7. The sendto() - recvfrom()  functions for datagrams

   int sendto(int sockfd, const void *msg, int len, unsigned int flags, const struct sockaddr *to, int tolen);

You can notice the resemblance with the send() function, but the sendto() function contains also other supplementary information. to represents a pointer to the structure struct sockaddr, structure that contains the IP destination address and the port; tolen is set to the value of sizeof(struct sockaddr)

The function sendto() returns the number of bytes sent or –1 in case of error. In a similar manner work the functions recv() and recvfrom(). 

    int recvfrom(int sockfd, void *buf, int len, unsigned int flags, struct sockaddr *from, int *fromlen);

 The new added fields are:

-from represents a pointer to the local structure struct sockaddr, which will contain the  IP address and the port of the source station. 

-fromlen is a pointer to a local integer, initialized with the value of sizeof(struct sockaddr). At the return from the call, fromlen will contain the length of the address stored in from. 

-recvfrom() returns the number of received bytes or -1 when an erroroccurs ( errno is set.) 

If a datagram-socket is connected using the connect() function, the  send() and recv() functions can be used for all the transactions. The socket used is a datagram-socket, the packets being transferred use the UDP protocol, but the interface of the socket will automatically add the source information and the destination information.

The options for the flags are:

1. none

2. MSG_OOB for out of band data 

3. MSG_PEEK for nondestructive reading. The data received will remain in the buffer even if they have been read, and in this way a new call of receive will read the same data.

8. The close() - shutdown()  functions 

    close(sockfd);

The close()function ends the connection. Any attempt from a remote host to read or to write to that socket will lead to an error.

The shutdown()function allows the breaking of the communication in one direction or in the both directions.

    int shutdown(int sockfd, int how);

-sockfd represents the socket that will be closed

-how can have one of the values: 

0 – further receptions are not allowed 

1 – further transmissions are not allowed 

2 – further receptions and transmissions are not allowed

shutdown() returns 0 in case of success and -1 in case of error .

 

9. The getpeername() function 

The getpeername() function allows finding the peer host from the connection. It returns –1 when an error occurs and sets errno in function of the error that occured. 

  #include <sys/socket.h> 

    int getpeername(int sockfd, struct sockaddr *addr, int *addrlen);

- sockfd represents the socket descriptor of the connected stream.

- addr is a pointer to the structure struct sockaddr (or struct sockaddr_in), structure that stores information about the other end of the connection. 

- addrlen is a pointer to an integer int, which has initially the value of sizeof(struct sockaddr). 

 

10. The gethostname() function 

This function returns the name of the local station on which the program is running. The name can be used by the gethostbyname() in order to find out the IP address if the local station. 

    #include <unistd.h>

    int gethostname(char *hostname, size_t size);

· hostname is a pointer to an array of characters that contains the hostname after returning from the call, and size represents the length in bytes of the hostname array. This function is usually used with the functions bind(), connect()and sendto().

    #include <netdb.h> 

        struct hostent *gethostbyname(const char *name);

The gethostbyname()function returns a pointer to the structure struct hostent, or NULL if an error occurs. (errno is not set in this case, but h_errno is set. ) 

    struct hostent {

        char    *h_name;

        char    **h_aliases;

        int     h_addrtype;

        int     h_length;

        char    **h_addr_list;

    };

    #define h_addr h_addr_list[0]

The fields of the struct hostent structure are: 

h_name – the name of the host. 

h_aliases – an array with the names of the hosts. 

h_addrtype – the type of the returned address, usually AF_INET. 

h_length – the length of the address in bytes.
h_addr_list – an array of host addresses in Network Byte Order. 

h_addr – the first address in the array h_addr_list. 

Example:

   #include <stdio.h> 

    #include <stdlib.h> 

    #include <errno.h> 

    #include <netdb.h> 

    #include <sys/types.h>

    #include <netinet/in.h> 

    int main(int argc, char *argv[])

    {

        struct hostent *h;

        if (argc != 2) {  /* error, check the command line */

            fprintf(stderr,"takes the IP address\n");

            exit(1);

        }

        if ((h=gethostbyname(argv[1])) == NULL) {  /* it takes information about the host */

            herror("gethostbyname");

            exit(1);

        }

        printf("Host name  : %s\n", h->h_name);

        printf("IP Address : %s\n",inet_ntoa(*((struct in_addr *)h->h_addr)));

        return 0;

    }

By using the gethostbyname()function, perror() can be used for printing the messages of error (because errno is not used). 

 11. The select() function 

This function is used for designing a server that simultaneously listens to the network for new connections and reads data from the connections that have already been established. A possible solution for the design of this server could be obtained by using the accept() function  and of more recv() functions in a proper way. Because of the fact that the accept() function can block the server, it is recommended to use the select() function, that offers the possibility of monitoring simultaneously more sockets, offering the possibility of analyzing their type (sockets that are ready for reading or for writing or sockets that generate exceptions).

       #include <sys/time.h> 

       #include <sys/types.h> 

       #include <unistd.h> 

       int select(int numfds, fd_set *readfds, fd_set *writefds,  fd_set *exceptfds, struct timeval *timeout);
The select() function monitors the settings of the file descriptors, such as readfds, writefds, and exceptfds. For checking if at a given moment a certain socket can make a reading, the socket identifier will be added in the list of readfds descriptors. When returning from a call, readfds will be modified to show which socket descriptor is ready for reading. There are the following macros that operate on this type:

FD_ZERO(fd_set *set) – deletes a set of file descriptors 

FD_SET(int fd, fd_set *set) – adds a file descriptor fd to the set 

FD_CLR(int fd, fd_set *set) – deletes a file descriptor fd from the set 

FD_ISSET(int fd, fd_set *set) – tests if fd is in the set 

When calling this function, a structure can be used to specify a timeout period for the operation. If the timeout passed and the select() function hasn’t identified any descriptor, it will return from the call in the main program. 

The fileds of the structure struct timeval are:

    struct timeval {

        int tv_sec;     /* seconds */

        int tv_usec;    /* microseconds */

    };

If the fields of the structure struct timeval are set to 0, the select() function will immediately execute a timeout , questioning all the file descriptors. If the timeout parameter is set to NULL, it will wait until the first file descriptor is ready. 

Example: 

       #include <sys/time.h> 

       #include <sys/types.h> 

       #include <unistd.h> 

       #define STDIN 0  /* standard input file descriptor */

       main()

       {

           struct timeval tv;

           fd_set readfds;

           tv.tv_sec = 2;

           tv.tv_usec = 500000;

           FD_ZERO(&readfds);

           FD_SET(STDIN, &readfds);

           /* we are not interested in writefds , exceptfds: */

           select(STDIN+1, &readfds, NULL, NULL, &tv);

           if (FD_ISSET(STDIN, &readfds))

               printf("A key was pressed!\n");

           else

               printf("Timed out.\n");

       }

For a socket found in listen() state, the existence of a new connection can be checked by placing the descriptor of that socket into the readfds list.

.

Examples of programs based on stream-sockets

The server program

    #include <stdio.h> 

    #include <stdlib.h> 

    #include <errno.h> 

    #include <string.h> 

    #include <sys/types.h> 

    #include <arpa/in.h> 

    #include <sys/socket.h> 

    #include <sys/wait.h> 

    #define MYPORT 3490    /* the port number will be filled in a proper manner */

    #define BACKLOG 10     /* the number of concurrent connections */

    main()

    {

        int sockfd, new_fd;  /* listens to sock_fd,  a new connection at new_fd */

        struct sockaddr_in my_addr;    /* information about its own address */

        struct sockaddr_in their_addr; /* information about the connector’s address */

        int sin_size;

        if ((sockfd = socket(AF_INET, SOCK_STREAM, 0)) == -1) {

            perror("socket");

            exit(1);

        }

        my_addr.sin_family = AF_INET;         /* host byte order */

        my_addr.sin_port = htons(MYPORT);     /* short, network byte order */

        my_addr.sin_addr.s_addr = INADDR_ANY; /* the IP address */

        bzero(&(my_addr.sin_zero), 8);        /* zero padding */

        if (bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr))  ==1) {

            perror("bind");

            exit(1);

        }

        if (listen(sockfd, BACKLOG) == -1) {

            perror("listen");

            exit(1);

        }

        while(1) {  /*  accept() loop

            sin_size = sizeof(struct sockaddr_in);

            if ((new_fd = accept(sockfd, (struct sockaddr *)&their_addr,   &sin_size)) == -1) {

                perror("accept");

                continue;

            }

            printf("server: connection from %s\n", \ inet_ntoa(their_addr.sin_addr));

            if (!fork()) { 

                if (send(new_fd, "Hello, world!\n", 14, 0) == -1)

                    perror("send");

                close(new_fd);

                exit(0);

            }

            close(new_fd); 

            while(waitpid(-1,NULL,WNOHANG) > 0); 

        }

    }

 

The client program  

    #include <stdio.h> 

    #include <stdlib.h> 

    #include <errno.h> 

    #include <string.h> 

    #include <netdb.h> 

    #include <sys/types.h> 

    #include <netinet/in.h> 

    #include <sys/socket.h> 

#define PORT 3490    

#define MAXDATASIZE 100 /* the maximum number of bytes at a transfer */

    int main(int argc, char *argv[])

    {

        int sockfd, numbytes;  

        char buf[MAXDATASIZE];

        struct hostent *he;

        struct sockaddr_in their_addr; /* information about the connector’s address */

        if (argc != 2) {

            fprintf(stderr,"usage: client hostname\n");

            exit(1);

        }

        if ((he=gethostbyname(argv[1])) == NULL) {  /* it takes information about the host */

            herror("gethostbyname");

            exit(1);

        }

        if ((sockfd = socket(AF_INET, SOCK_STREAM, 0)) == -1) {

            perror("socket");

            exit(1);

        }

        their_addr.sin_family = AF_INET;      /* host byte order */

        their_addr.sin_port = htons(PORT);    /* short, network byte order */

        their_addr.sin_addr = *((struct in_addr *)he->h_addr);

        bzero(&(their_addr.sin_zero), 8);     /* zero padding */

        if (connect(sockfd, (struct sockaddr *)&their_addr,  sizeof(struct sockaddr)) == -1) {

            perror("connect");

            exit(1);

        }

        if ((numbytes=recv(sockfd, buf, MAXDATASIZE, 0)) == -1) {

            perror("recv");

            exit(1);

        }

        buf[numbytes] = '\0';

        printf("Received: %s",buf);

        close(sockfd);

        return 0;

    }

Example of programs based on the datagram-type sockets

The two test programs for the study of the datagram-socket functioning are talker.c and listener.c.

Listener.c

    #include <stdio.h> 

    #include <stdlib.h> 

    #include <errno.h> 

    #include <string.h> 

    #include <sys/types.h> 

    #include <netinet/in.h> 

    #include <sys/socket.h> 

    #include <sys/wait.h> 

    #define MYPORT 4950    /*the port address the users will send data to */

    #define MAXBUFLEN 100

    main()

    {

        int sockfd;

        struct sockaddr_in my_addr;    

        struct sockaddr_in their_addr; 

        int addr_len, numbytes;

        char buf[MAXBUFLEN];

        if ((sockfd = socket(AF_INET, SOCK_DGRAM, 0)) == -1) {

            perror("socket");

            exit(1);

        }

        my_addr.sin_family = AF_INET;         /* host byte order */

        my_addr.sin_port = htons(MYPORT);     /* short, network byte order */

        my_addr.sin_addr.s_addr = INADDR_ANY; /* filling with the IP address */

        bzero(&(my_addr.sin_zero), 8);        /* zero padding */

        if (bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr))   == -1) {

            perror("bind");

            exit(1);

        }

        addr_len = sizeof(struct sockaddr);

        if ((numbytes=recvfrom(sockfd, buf, MAXBUFLEN, 0, \

                           (struct sockaddr *)&their_addr, &addr_len)) == -1) {

            perror("recvfrom");

            exit(1);

        }

        printf("packet from %s\n",inet_ntoa(their_addr.sin_addr));

        printf("the packet has %d bytes and the length\n",numbytes);

        buf[numbytes] = '\0';

        printf("the packet contains \"%s\"\n",buf);

        close(sockfd);

    }

talker.c

    #include <stdio.h> 

    #include <stdlib.h> 

    #include <errno.h> 

    #include <string.h> 

    #include <sys/types.h> 

    #include <netinet/in.h> 

    #include <netdb.h> 

    #include <sys/socket.h> 

    #include <sys/wait.h> 

    #define MYPORT 4950    

    int main(int argc, char *argv[])

    {

        int sockfd;

        struct sockaddr_in their_addr;

        struct hostent *he;

        int numbytes;

        if (argc != 3) {

            fprintf(stderr,"message\n");

            exit(1);

        }

        if ((he=gethostbyname(argv[1])) == NULL) { /* it takes information about the host */

            herror("gethostbyname");

            exit(1);

        }

        if ((sockfd = socket(AF_INET, SOCK_DGRAM, 0)) == -1) {

            perror("socket");

            exit(1);

        }

        their_addr.sin_family = AF_INET;      

        their_addr.sin_port = htons(MYPORT);  

        their_addr.sin_addr = *((struct in_addr *)he->h_addr);

        bzero(&(their_addr.sin_zero), 8);     

        if ((numbytes=sendto(sockfd, argv[2], strlen(argv[2]), 0, \

             (struct sockaddr *)&their_addr, sizeof(struct sockaddr))) == -1) {

            perror("sendto");

            exit(1);

        }

        printf("sends %d bytes to %s\n",numbytes,inet_ntoa(their_addr.sin_addr));

        close(sockfd);

        return 0;

    }
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